Common Access Card (CAC)

All Army Civilian employees, including RAO members, must have a Civilian Employee Common Access Card (CAC) to comply with current security requirements.  The CAC is multipurpose – it serves as the Standard DoD Identification Card to access DoD installations and it also serves as electronic identification to access Corps computer systems   RAO employees must have a CAC in order to deploy.

It is possible to have more than one CAC card, if an individual has more than one personnel category which requires a CAC – such as a reservist, a DoD contractor or a civilian federal employee.   The CAC required for the RAO program is the civilian federal employee CAC.  No other CACs will provide the physical and electronic access needed for the RAO program.

Several Steps are required to obtain a CAC:

1)   Your RAO appointment personnel action must be completely processed and the employment information must ’flow’ electronically to the Defense Enrollment Eligibility Reporting System (DEERS) database.  This may take 1 – 2 weeks after the effective date of your appointment and after you have submitted all required paperwork to the CPAC.

2)   You must have Army Knowledge Online (AKO) account which you can create on line at https://www.us.army.mil.

·      If you retired as an Army Civilian, you can create a “Civilian Retiree” AKO account at any time by entering information from your previous, pre-retirement personnel records (SF-50s).  This will later change to an employee account after your personnel paperwork has been processed. 
·      If you retired from a different agency, you may need to set up a “New Employee Sponsored Account”.  More detailed information on how to set up a Sponsored AKO account is attached .You may also contact the RAO Program Office for assistance in creating a sponsored AKO account.
3)   You may also need to obtain a current security/ background check documented in JPAS.  As part of your in-processing procedures, the Civilian Personnel Advisory Center (CPAC) will notify you if you need to complete an SF-85 "Questionnaire for Non- sensitive Positions" with fingerprints, to obtain a current clearance in JPAS. 

4)    Locate a DoD CAC Issuing Facility, which uses the DEERS/RAPIDS system and make an appointment to schedule a time to obtain your CAC.  You must take a copy of your Appointment SF-50 showing your appointment in the RAO program, and two government issued identifications, one of which must be a photo identification.  Some CAC Issuing Facilities also require a completed DD Form 1172-2, signed by a supervisor.  It is best to ask the CAC Issuing Facility what types of identification and documentation they require. To find a CAC issuing facility with a RAPIDS workstation, you can contact the RAO office for information, or go on-line to http://www.dmdc.osd.mil/rsl.

5)   After you obtain your CAC, you must safeguard it and ensure it is used only for official purposes. You should keep the CAC for the duration of your appointment with the RAO, and when it expires you must obtain a new one.  In accordance with the attached memorandum from the Director, USACE Human Resources, Reemployed Annuitant Office (RAO) Program Members Retention of Common Access Card, dated 30 December 2008,  you should not surrender your CAC at the end of a deployment unless the CAC has expired, or unless you have been instructed to surrender it by the RAO Program Manager. Any questions about surrendering your CAC should be referred to the RAO Program Manager.
6)   When you leave the RAO program, the RAO Program Manager will give you instructions on turning in your CAC.

7)   If your CAC is lost, you should immediately contact your supervisor who will give you further instructions on reporting the lost CAC.

ARMY KNOWLEDGE ON-LINE SPECIAL NOTES:
Although an AKO email address is required to obtain a CAC and a Corps of Engineers email address, neither the Corps nor the RAO Program have an ability to manage an AKO account for RAO employees.    The RAO staff will attempt to provide information and assistance, but you may need to contact the AKO website and helpdesk directly for assistance.

A point of special difficulty for RAO members is that they normally do not have ready access to a CAC card reader, and AKO is becoming increasingly reliant on CAC access.  Once you change from a retiree account to an employee account, you will only be able to change your password by using your CAC and a CAC reader, or by calling the AKO help desk. Information on the AKO website explains that individuals may purchase CAC readers for use on personal computers and download the necessary software from the AKO website.  However the RAO program does not provide CAC readers and does not reimburse individuals for such equipment on personal computers.   Attached is an excerpt from the AKO website regarding changing AKO passwords.
Please see the AKO website for more details.

